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Abstract

The proliferation of counterfeit currency poses a serious threat to global and national economies,
disproportionately affecting individuals who lack access to sophisticated verification tools. This report
introduces an innovative, image processing-based system developed in Python to bridge this accessibility gap
by enabling average users to authenticate currency notes with ease. The system follows a structured
sequence—image acquisition, grayscale conversion, edge detection, segmentation, feature extraction, and
comparison—to accurately distinguish between genuine and counterfeit notes. Unlike traditional binary
verification tools, this system enhances transparency and trust by visually highlighting discrepancies on
suspected counterfeits. Designed for user-friendliness and potential mobile integration, the solution
democratizes financial security, addressing a socio-economic imbalance by empowering individuals with the
tools to protect themselves. Its adaptable framework also allows for future expansion to include multiple
currencies, marking a significant step toward global financial protection and reinforcing public confidence in
the integrity of currency systems.
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1. Introduction

The proliferation of counterfeit money represents a image acquisition, grayscale conversion, edge

persistent and significant challenge to global and
national economies, leading to substantial financial
losses. While sophisticated detection equipment is
often available to commercial entities such as banks
and large retailers, the average individual typically
lacks access to reliable methods for verifying
currency authenticity. This disparity creates a
vulnerability for ordinary citizens in their daily
transactions. This report details an innovative image
processing-based system designed to bridge this
accessibility gap. The system employs a sequence of
well-defined image processing steps, including

detection, segmentation, feature extraction, and
comparison, to accurately determine whether a
currency note is genuine or counterfeit. A core
strength of this proposed system lies in its ability to
provide more than just a binary "real/fake" output; it
visually pinpoints the exact location of discrepancies
within a suspected counterfeit note. The development
of such an accessible, software-based counterfeit
detection system for the general public marks a
crucial evolution towards democratizing financial
security, extending safeguards beyond traditional
institutional boundaries. The explicit focus on
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making detection available to the "average person”
addresses a critical socio-economic dimension of
financial protection. This technological intervention
directly addresses an equity issue by empowering
individuals to safeguard themselves financially,
thereby reducing the burden of risk previously borne
disproportionately by the general public. This
decentralization of a vital security function can foster
greater public confidence in the integrity of the
currency system at a societal level, not solely within
financial institutions. Developed in Python, the
system is designed for ease of use and possesses the
inherent potential for conversion into a mobile
application, significantly broadening its accessibility.
Furthermore, its underlying methodology s
adaptable, allowing for future expansion to detect
various foreign currencies, underscoring its broad
applicability and strategic value in combating
counterfeit money globally.

2. The Pervasive Challenge of Counterfeit

Currency

Counterfeit money is a pervasive and enduring issue
that poses substantial problems in markets worldwide
and significantly impacts the global economy. This
illicit activity directly contributes to a "loss in the
general economy of the country's currency™. [1] India,
in particular, is highlighted as one of the country’s
most severely affected, experiencing "huge losses
due to counterfeit funds,” which underscores a
national urgency for effective detection and
mitigation strategies. Paradoxically, advancements in
technology have inadvertently exacerbated the
counterfeiting problem. The availability of
"advanced printers and new computer programming
software"” has made it increasingly feasible to create
"extra counterfeit items" that can "easily slip into real
money" and become widely distributed in the market.
This technological escalation creates a continuous
"arms race" dynamic between counterfeiters and
security measures. The fact that sophisticated printers
and software are used by counterfeiters, necessitating
technologically advanced counter-measures like the
proposed image processing system, illustrates this
escalating cycle. This dynamic suggests that the
problem of counterfeit currency is not static but
continuously evolving, implying that solutions must

also be adaptable and capable of future upgrades to
keep pace with new counterfeiting techniques. This
highlights the ongoing need for research and
development in this critical field. A significant
challenge arises from the accessibility gap in
detection methods. While large commercial
establishments, such as banks, supermarkets, and
jewelry stores, can afford and utilize specialized
equipment like UV light detectors for currency
verification, the "average person does not have access
to such systems".! This disparity leaves ordinary
citizens vulnerable to financial losses, particularly
during daily transactions or bank deposits.! The
unequal access to verification tools directly translates
into unequal risk, where ordinary citizens are more
susceptible to economic harm from counterfeit
currency. The proposed system aims to bridge this
critical gap by providing an accessible solution that
"anyone can easily use" to verify currency
authenticity based on its physical features.® This
initiative extends beyond mere technological
innovation; it addresses an issue of financial equity.
By democratizing access to counterfeit detection, the
system helps to protect vulnerable populations from
economic harm, thereby bolstering overall public
trust in the currency and contributing to greater
financial stability at the individual and community
levels. The system is based on image processing,
allowing it to be potentially converted into a mobile
application for broader reach and even expanded to
detect foreign exchange. [2] The remainder of this
report will detail related work, the overall
methodology employed, the specifics of the proposed
system's architecture and implementation, the critical
security features analyzed, and finally, the system's
performance, advantages, and future directions.

3. Foundational Image Processing Techniques

for Currency Authentication

Traditional machine-based currency detection
systems, primarily designed for commercial
purposes, often rely on two main principles. The first
is visual perception, where currency is scanned under
a UV lamp, and fluorescence indicates authenticity.
The second is proximity detection, which checks for
ferromagnetic properties in the ink; a specific
movement in a magnetic field confirms genuineness.
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In contrast, the proposed system, like many modern

solutions, is "developed in Python" and
fundamentally  relies on advanced “image
processing” techniques to ascertain currency

authenticity. Figure 1, titled "Flowchart to Detect
Fake Currency using Image Processing,” illustrates
the sequential steps involved in this image processing
pipeline for counterfeit currency detection.
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Figure 1 Flowchart to Detect Fake Currency
using Image Processing

Image Acquisition: This initial input stage involves
obtaining an image of the currency to be verified.
This can be achieved by scanning the note or by
capturing a picture with a mobile phone and
uploading it to the application.

Gray Scale Conversion: The acquired color image,
which is typically composed of Red, Green, and Blue
(RGB) pixel combinations, is transformed into a
single-layer grayscale image.® This conversion is
crucial as it significantly "reduces the complexity of
coding"” ! for subsequent processing steps. If
subsequent operations were performed on three
separate color channels, the computational load
would be tripled. By converting to grayscale, the
system reduces the data dimensionality from three

channels to one, which directly translates to fewer
calculations for later algorithms, making them faster
and more efficient [3]. This seemingly simple step is
a critical pre-processing optimization, making the
entire  pipeline computationally feasible and
performant.

Edge Detection: This process identifies the
boundaries of objects within the grayscale image by
detecting "discoloration in the light" or "radical
change in image brightness™.® It is vital for "image
classification and data extraction,” helping to locate
"Regions of Interest (ROI) edges" for further
analysis.

Image Segmentation: Following edge detection, the
image is divided into multiple distinct parts.! This
step is commonly employed to isolate and identify
specific objects or other critical information within
the digital image.

Characteristic Extraction (Feature Extraction):
This stage involves reducing the image data by
representing the most "interesting parts of an image
as a combined feature vector". This size reduction is
particularly beneficial for large images, enabling
"quick[er] tasks such as image matching and
retrieval”. [4] The concept of "size reduction” and
"feature vector" is not merely a data compression
technique; it is a critical enabler for achieving the
real-time or near real-time processing speeds
essential for a practical, user-friendly application. As
the system is designed for "ordinary people" and can
be "converted into an app", responsiveness is key.
Processing full-resolution currency images through
complex algorithms would be computationally
intensive and slow. By extracting only, the most
salient features into a smaller vector, the system
dramatically reduces the data volume that needs to be
processed in the comparison phase. This optimization
is fundamental to the system's viability as an
accessible tool.

Comparison: The features extracted from the input
currency image are then meticulously compared
against a pre-existing database of features from
genuine currency notes [5].

Output: Based on the comparison results, the system
generates an output indicating whether the currency
is determined to be real or fake.
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4. Proposed System Architecture and
Implementation Details
The proposed system is specifically designed to
utilize image processing for determining the
authenticity of currency.! It accepts an inserted or
scanned image, typically a .png file, as its input and
provides an output indicating whether the currency is
real or fake. Figure 2, titled "Architecture diagram of
proposed System," visually illustrates the sequential

flow of operations within this system.
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Figure 2 Architecture diagram of proposed
System

Input Image: This is the initial stage where the user
provides an image of the currency to be tested. This
image serves as the raw data input for the entire
system. The system is designed to accept .png image
files.

Image Processing (Pre-Image Processing): The
first processing step aims to enhance the quality of
the input image by suppressing unwanted distortions
or by highlighting specific features important for
subsequent processing. Specifically, "sound filtering
is performed," with a focus on removing "salt and
pepper" noise.! This pre-processing ensures that
subsequent steps operate on cleaner, more reliable
data.

Grey Scale Conversion: The pre-processed image is
then converted from its original color format to
grayscale. [6] This conversion is performed using the
"light method". The primary purpose is to "reduce the
complexity of coding™ for subsequent algorithms by
simplifying the image data from three color channels

to a single intensity channel.

Edge Detection: The grayscale image is fed into this
step. The system specifically employs "Canny Edge
detection” because it is known to provide "much
better results compared to other techniques".* Canny
detection is effective at extracting useful structural
information and significantly reducing the amount of
data requiring further processing. The explicit choice
of Canny Edge detection, along with the "light
method" for grayscale conversion and SSIM for
comparison, indicates a deliberate design decision
focused on achieving high robustness and accuracy in
detection. Canny is known for its ability to detect a
wide range of edges while effectively suppressing
noise, which is crucial for analyzing detailed
currency features.

Segmentation: This stage involves dividing the
image into meaningful parts. The system uses the
"threshold method" for segmentation, applying
"threshold values found in the histogram end of the
first image".! This process helps in isolating specific
regions of interest on the currency note.

Feature Extraction: From the segmented image,
relevant features are extracted.’ These features are
carefully selected to best represent the “interesting
parts of an image as a combined feature vector".* The
system prepares these features for comparison using
the Structure Similarity Index Method (SSIM).! For
a 2000 Rupee note, the features considered include
specific elements like Mahatma Gandhi's picture,
micro-lettering, security threads, and unique
numerical panels.

Comparison: The extracted features from the input
currency image are then compared against a stored
database of features from genuine currency notes.'
The SSIM (Structure Similarity Index Method) is
utilized for this comparison, assessing the structural
similarity between the input and reference features.*
SSIM is valued for its ability to assess perceptual
similarity, which is highly relevant when comparing
subtle differences in currency features. This strategic
selection of algorithms is a hallmark of an engineered
solution prioritizing performance and reliability,
implying a deeper understanding of the trade-offs and
strengths of various techniques, leading to a more
robust and accurate system.
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Output: The final stage displays the results of the
comparison. The system prompts the user to upload a
currency picture and then presents four distinct types
of images:

e The original

comparison.

e The currency image uploaded by the user.
A "scattered image of grayscale elements,” which
visually highlights the differences between the
original and uploaded images, precisely indicating
where changes exist if the uploaded image is fake. A
"fragmented image fragmentation” displaying a
distinctive image of the features at a threshold,
further clarifying differences. Finally, the program
provides a clear textual indication of whether the
uploaded currency image is "false or not true” (i.e.,
fake or genuine). The system's ability to provide
detailed visual feedback, such as "scattered image of
grayscale elements” showing differences and
"fragmented image fragmentation,” significantly
elevates its utility from a simple classifier to a
diagnostic tool. This detailed visual feedback offers
transparency and explainability, building user trust
by demonstrating why a note is flagged as fake. For
authorities or researchers, it provides actionable
diagnostic information, helping them understand the
specific characteristics of a counterfeit note and

reference image used for

potentially identify patterns in counterfeiting
methods.
5. Critical Security Features for Currency

Authentication

Genuine currency notes are designed with multiple
intricate security features to deter and detect
counterfeiting. The proposed image processing
system relies on the accurate identification and
comparison of these features against a known
database of genuine characteristics. Figure 3, titled
"Features of the Indian 2000 Rupees note," visually
depicts the key security elements of the 2000 Rupee
note that the system analyzes. The extensive number
and diverse nature of security features on a single
banknote, encompassing visual, tactile, micro-print,
embedded watermarks, and color-shifting elements,
represent a deliberate and sophisticated strategy of
multi-layered security design. This approach makes
comprehensive counterfeiting exceedingly difficult.

Figure 3 Features of the Indian 2000 Rupees note

No single feature is relied upon for authentication;
instead, the combination of features, each requiring
different and often specialized replication techniques,
creates a compounded barrier to entry for
counterfeiters. For a detection system, analyzing
multiple such features, rather than just a few,
significantly enhances its accuracy and resilience
against increasingly sophisticated counterfeiting
attempts. This validates the system's design choice to
compare "more features" 1, aligning with best
practices in currency security. This strategy ensures
that even if one feature is successfully mimicked:;
others will reveal the forgery. While the current
system effectively analyzes static visual features, the
introductory mention of "advanced printers and new
computer programming software” 1 implies that
future counterfeiting might increasingly involve
dynamic or holographic features. This suggests a
continuous need for detection systems to adapt
beyond current static image analysis. A static image
analysis system might struggle to fully authenticate
these dynamic features. If counterfeiters increasingly
adopt such dynamic elements, the current system's
capabilities might become limited over time. This
highlights a potential future challenge and an area for
system evolution, where future iterations might need
to incorporate more advanced sensing techniques,
such as multi-spectral imaging or video analysis, to
fully capture and authenticate these evolving security
features. The Structure Similarity Index Method
(SSIM) is employed to compare the extracted
features from the input image with the stored
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characteristics of genuine notes, assessing their
structural similarity.

6. System Performance, Advantages and Future

Directions

The critical need for reliable counterfeit currency
detection systems, particularly in countries like India
where paper currencies are widely used, cannot be
overstated. The proposed system is presented as a
valuable and effective tool for determining currency
authenticity, addressing this  fundamental
requirement. The system distinguishes itself by its
ability to compare "more features of feature release
than other proposed systems". This comprehensive
feature analysis contributes to a higher degree of
accuracy and robustness in detection. A significant
improvement over conventional binary (real/fake)
outputs is the system's capability to "show where the
difference is in money instead of simply showing the
result”.! This visual diagnostic feedback, which
includes scattered grayscale elements and fragmented
feature images, provides transparency and valuable
insights into the nature of the counterfeit. This unique
capability to "pinpoint the exact location of
differences” * is a crucial aspect of explainable Al in
a practical application. By visually highlighting
discrepancies, the system provides transparency,
which builds confidence in the system's verdict for an
individual user. For law enforcement or financial
institutions, this diagnostic  capability offers
actionable intelligence, helping to identify common
counterfeiting techniques, track specific batches of
fake notes, or even guide forensic analysis. This
feature moves the system beyond a simple
classification task to a more sophisticated diagnostic
and explanatory tool. The system demonstrates broad
applicability and significant future potential.® The
explicit mention of the system's adaptability to
various foreign currencies implies that the core image
processing methodology is highly robust, modular,
and generalizable, extending its utility far beyond the
specific Indian Rupee context.! While specific
security features are unique to each currency, the
fundamental image processing steps (grayscale
conversion, edge detection, segmentation, feature
extraction, and comparison using SSIM) are
universal techniques applicable to any image. This

suggests that the system's architecture is not hard-
coded for a single currency; adapting it to other
currencies would primarily involve updating the
database of genuine features for those specific
currencies, rather than requiring a complete re-
engineering of the image processing pipeline. This
modularity makes the solution highly scalable and
cost-effective for broader deployment, positioning it
as a foundational technology for a global anti-
counterfeiting effort. Furthermore, the system's
design lends itself to conversion into a mobile
application, which would significantly enhance its
accessibility and reach for the general public.
Conclusion
The implementation of an advanced image
processing system for counterfeit currency detection
has demonstrated significant potential in enhancing
the accuracy and efficiency of identifying fake notes.
By leveraging techniques such as grayscale
conversion, edge detection, and feature extraction,
the system effectively distinguishes between genuine
and counterfeit currencies. The integration of
machine learning algorithms, particularly Support
Vector Machines (SVM), further refines the
classification process, ensuring a robust and reliable
detection mechanism. This approach not only
addresses the limitations of traditional manual
verification methods but also offers a scalable
solution adaptable to various denominations and
currencies. The project's outcomes contribute to
strengthening financial security and mitigating the
risks associated with counterfeit currency circulation.
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