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Abstract

The rapid expansion of Internet of Things (IoT) devices has transformed modern industries and everyday life.
However, it has also introduced significant security challenges due to limited computational resources and
weak built-in security mechanisms. To address these issues, this paper presents the design and implementation
of a lightweight Network Intrusion Detection System (NIDS) specifically tailored for loT environments. The
proposed system continuously monitors network traffic and device behavior to detect unauthorized access,
anomalies, and malicious activities with high accuracy while maintaining low computational overhead. The
system utilizes machine learning-based techniques for efficient intrusion detection and ensures minimal
resource consumption, making it suitable for resource-constrained IloT devices. Experimental results
demonstrate the effectiveness of the proposed model in identifying various types of network attacks, thereby
enhancing the overall security of loT networks.
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1. Introduction

The rapid growth of the Internet of Things (IoT)
across various sectors such as smart homes,
healthcare, industrial systems, and critical
infrastructure has significantly increased the demand
for secure network communication. IoT devices are
generally  resource-constrained, with limited
computational power, lightweight operating systems,
and minimal built-in security features. These
limitations make them highly vulnerable to a wide
range of cyber threats, including unauthorized access,
malware attacks, and denial-of-service (DoS) attacks.
Traditional security solutions such as firewalls and
antivirus systems are not sufficient to address the
dynamic and complex nature of attacks in IoT
environments. To overcome these challenges,
Intrusion Detection Systems (IDS) have emerged as
an effective security mechanism for monitoring
network traffic and identifying malicious activities.
Among them, Network Intrusion Detection Systems
(NIDS) are widely used due to their ability to analyze
network-level data and detect threats across multiple

devices. NIDS can identify various types of attacks
by continuously monitoring traffic patterns and
generating alerts for suspicious behavior. Recent
research has focused on enhancing intrusion
detection systems using machine learning and deep
learning techniques. An loT-based NIDS utilizing
machine learning techniques has been proposed in
[1], which demonstrates the effectiveness of
intelligent models in detecting both known and
unknown attacks. A comprehensive survey in [2]
highlights that machine learning approaches,
including classification and anomaly detection
techniques, significantly improve detection accuracy
compared to traditional systems, although they
introduce computational complexity. Furthermore, a
study in [3] analyzed machine learning-based NIDS
models across multiple datasets and found that model
performance may vary depending on the dataset,
emphasizing the challenge of generalization. Neural
network-based intrusion detection systems have also
been explored in [4], where artificial neural networks
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achieved high detection accuracy but required higher
computational resources. These studies indicate that
while machine learning and deep learning techniques
enhance intrusion detection performance, challenges
such as resource constraints, model generalization,
and computational overhead still exist. Therefore,
there is a need for a lightweight and efficient
intrusion detection system suitable for IoT
environments. In this work, a lightweight Network
Intrusion Detection System (NIDS) tailored for IoT
environments is proposed. The system is
implemented using Raspberry Pi 4 Model B along
with network monitoring tools such as Snort and
Wireshark. The proposed system aims to provide
real-time intrusion detection with low computational
overhead, making it suitable for deployment in
resource-constrained IoT networks. Recent research
[1]-[4], [11]-[13] has focused on enhancing intrusion
detection systems using machine learning and deep
learning techniques.

2. Method

The methodology of the proposed system focuses on
designing and implementing a lightweight Network
Intrusion Detection System (NIDS) for IoT
environments. The system is developed to monitor
network traffic, analyze data packets, and detect
malicious activities in real time. Initially, network
traffic is captured using Wireshark, which provides
detailed insights into packet-level information such
as source and destination addresses, protocols, and
traffic patterns. The captured data is then processed
to identify relevant features required for intrusion
detection. The detection process is carried out using
Snort, an open-source intrusion detection system that
applies predefined and custom rule sets to identify
various types of attacks such as denial-of-service
(DoS), port scanning, and unauthorized access
attempts. The system continuously monitors
incoming traffic and compares it against known
attack signatures. The entire system is deployed on
Raspberry Pi 4 Model B, which serves as a
lightweight and cost-effective platform. Once a threat
is detected, alerts are generated and logged for further
analysis. This methodology ensures real-time
detection with minimal computational overhead,

making it suitable for resource-constrained IoT
environments. The above table summarizes the key
components used in the proposed system. Figure 1
shows Ids Block Diagram. Table 1.

Table 1 System Components and Description

Process Description
Network traffic is
Data Collection captured using
Wireshark

Relevant features are

Data P I
ata Processing extracted from packets

Snort applies rules to

Intrusion Detection .
detect malicious traffic

Alerts are generated for

Alert Generation detected threats

IDS Block Diagram
e — u - Comparison

Internet Router

Pass to
the next
stage

Stateful
Protocol
Analysis

Pass to
the next

Apply
Action Rule

Enterpnse Network

ADP'V l )

Connections
are cut down
from that IP souce

Enterprise Network

Figure 1 IDS Block Diagram

3. Results and Discussion

3.1.Results
The proposed Network Intrusion Detection System
(NIDS) was evaluated in a controlled network
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environment by simulating various types of
cyberattacks, including denial-of-service (DoS)
attacks, port scanning, and unauthorized access
attempts. The system successfully captured and
analyzed network traffic using Wireshark, while
Snort effectively identified malicious activities based
on predefined rule sets. The performance of the
system was analyzed using key parameters such as
detection accuracy, response time, and system
efficiency. The results indicate that the proposed
NIDS can detect a majority of common network
attacks with high accuracy while maintaining low
computational overhead on the Raspberry Pi
platform. Furthermore, the system demonstrated real-
time alert generation with minimal delay, making it
suitable for practical deployment in IoT
environments. However, it was observed that
signature-based detection techniques may have
limitations in identifying unknown or zero-day
attacks, indicating the need for further enhancement
using machine learning approaches. Overall, the
results confirm that the proposed system provides an
effective and lightweight solution for intrusion
detection in resource-constrained IoT networks.
3.2.Discussion

The experimental results demonstrate that the
proposed NIDS effectively detects various network
attacks in IoT environments with satisfactory
accuracy. The system 1is capable of real-time
monitoring and alert generation while maintaining
low computational overhead on resource-constrained
hardware such as Raspberry Pi. However, reliance on
signature-based detection limits its ability to identify
unknown or zero-day attacks. Therefore, integrating
machine learning techniques can further enhance the
system’s  detection capability and overall
performance.

Conclusion

This paper presented a lightweight Network Intrusion
Detection System (NIDS) designed for IoT
environments using Raspberry Pi, Snort, and
Wireshark. The system effectively monitors network
traffic and detects various types of cyber-attacks in
real time with low computational overhead. The
results demonstrate that the proposed approach is

suitable for resource-constrained IoT devices while
maintaining reliable detection performance. Future
work can focus on integrating machine learning
techniques to enhance the detection of unknown and
advanced threats.
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