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Abstract
The swift in Digital Trade has revolutionised global trade and commerce in the post-pandemic era,

restructuring the way businesses manage their transactions, supply chains and engage with cross-border
consumers. The rise in cyber fraud and increasingly sophisticated cybersecurity threats has exposed as
digitalisation has enhanced efficiency, connectivity and market access. The study investigates the
interconnection of digital transformation, cybersecurity and governance within digital trade ecosystems,
highlighting the growing complexity of managing digital risk in a highly interconnected global economy. The
study also examines how the increased digitalisation of transactions, cloud-based platforms, cross-border
data flows and artificial intelligence-driven systems have created new vulnerabilities, challenging the existing
framework for fraud prevention, data protection, and digital compliance. The interdependence of online
transactions and digital payment systems increased the scope for cybercriminal activities, which intensified
the need for stronger regulatory supervision and control. The study evaluates the effectiveness of regulatory
responses, including cybersecurity laws, digital trade agreements, and institutional policy mechanisms in
mitigating these risks by using secondary data from government reports, journals, articles, etc. The study also
explores the importance of integrated resilience strategies that combine regulatory coordination, ethical data,
governance, organisational preparedness, and technological safeguards. The research underscores the
necessity of building trust, transparency, and long-term sustainability within the evolving global digital
economy by aligning technological innovation with secure and responsible trade practices.

Keywords: Digital Transformation, Cyber Fraud, Digital Trade, Cybersecurity, Regulatory Framework, Data
Protection.

1. Introduction

Due to the rapid digitalisation of the global economy,
technology has become a fundamental aspect of
trade, finance and communication today. This digital
shift was strengthened even further by the COVID-
19 pandemic, which pushed both businesses and
consumers into using various means of digital
platforms just to survive and or continue. The time
when digital trade, the exchange of goods and
services through digital means, has proved itself as a
new engine of growth[1], efficiency and innovation
(WTO, 2022). This modern transformation generates
new vulnerabilities as well, especially in the context
of cyber fraud, challenging the integrity, security, and
sustainability of the global digital economy (Choi &

Luo, 2021). Storied architecture powered by people,
digital transformation has reshaped organisations on
operation processes, modes of communication &
methods of trading. Cloud computing, artificial
intelligence (AI), blockchain and big data analytics
have been widely used in commerce with the rapid
growth of cross-border digital transactions (Kshetri,
2017). Digital trade generates approximately $6.2
trillion in exports and imports, accounting for about
67% of global GDP (World Trade Organisation,
2020), due to the presence of newer sectors that
enable developing economies to connect to
international markets. However, the same
technologies that make high-volume trade possible
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gave organisations easy access to several growing
cyber threats: data breaches, identity theft,
ransomware attacks and fraudulent financial activity
(OECD, 2022). These incidents not only have a
negative impact on business activities but also lead to
erosion of consumer confidence and result in
significant economic losses (UNCTAD, 2021).
Cyber fraud is defined as some form of deception
carried out through the use of technological means
that causes a loss of money[2] or data. Such frauds
frequently ensue via the use of online payment
systems, e-commerce locations and cross-border
statistics transfers (Zhang & McDowell, 2022) when
it comes to digital trade. Constant reliance on digital
platforms has allowed cybercriminals an increasingly
broad attack surface as fraud techniques are
deliberately evolved to exploit poor system
vulnerabilities, limited governance and deficient
cybersecurity. The increasing data-intensity of digital
trade means that the confidentiality, integrity and
availability of information is a matter of critical
importance for businesses and regulators alike
(OECD, 2020). The complex paradox of fraud
against digital transformation. On the one hand,
digitalisations enable efficiency, transparency and
innovation in global trade; on the other hand, they
open up systems to increased risks of exploitation and
cyber manipulation. Therefore, organisations are
faced with the challenge of adopting technological
advancement while maintaining strong defences
against evolving cyber threats (Banga & Saliola,
2023). This dilemma has been further amplified in the
post-pandemic digital landscape, where remote work,
online payment gateways and digital supply chains
have become a permanent part of the trade ecosystem
(Baldwin & Evenett, 2020). There is a growing body
of research that points to cyber fraud in digital trade
as a strategic, not just technical, problem that requires
cross-functional cooperation between tech experts,
financial regulators and policymakers (Zhang &
McDowell, 2022). Cyber threats are always
changing, and so risk management must be adaptive
and predictive. Regulatory bodies like the WTO,
OECD, and national cybersecurity authorities have
started working on establishing legal and institutional
frameworks to safeguard digital trade (OECD, 2022).

However, there are challenges such as jurisdictional
differences, insufficient enforcement mechanisms
and rapid technological advancements outpacing
regulatory responses (UNCTAD, 2021).
Furthermore, the concept of resilience has gained
importance in the context of cyber threats.
Organisational resilience is the ability of an
organisation to prepare for, respond to and recover
from cyber incidents without significant disruption.
Digital trade resilience includes the improvement of
cybersecurity infrastructure, the establishment of
cyber awareness and the use of technologies such as
Al and blockchain to identify and prevent fraud
(Kshetri, 2017). Developing countries, in particular,
face the challenging task of building secure,
compliant and trustworthy digital capacity and trade
systems (WTO, 2020). The regulation of digital trade
and cybersecurity is still fragmented. In advanced
economies, robust data protection and cybersecurity
frameworks have been established (e.g., General
Data Protection Regulation [GDPR] in the European
Union and the Cybersecurity Information Sharing
Act in the United States), whereas many emerging
economies are still[3] developing comprehensive
policies (OECD, 2022). This patchwork of
regulations can be exploited by cyber criminals who
take advantage of legal loopholes and jurisdictional
gaps. Thus, only through global coordination and
standardisation of digital trade governance can a safe
and trusted online trade environment be built
(UNCTAD, 2021). Digital transformation also
requires ethical responsibility. Organisations need to
go beyond compliance and regulation and to develop
a culture of digital ethics, transparency and
accountability. The improper treatment of consumer
data, manipulation of algorithms and the abuse of
data can erode public trust in digital trade systems
(Kshetri, 2017). Hence, embedding -ethical
governance in digital transformation strategies is
imperative for sustainable and trustworthy global
commerce. This research paper aims to explore the
effects of the fast-paced digital transformation on the
emergence of cyber fraud in the digital trade
ecosystem and how businesses and regulators can
address these challenges through effective risk
management, resilience building, and policy
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innovation. Through secondary data, the study aims
to assess how global and national regulatory agencies
counter cyber threats and what measures can improve
cybersecurity resilience in digital trade by examining
existing literature, reports and case studies (Banga &
Saliola, 2023). The discussion will further focus on
the dual role of technology — both as an enabler and a
risk factor — and emphasise the importance of
building a balanced digital ecosystem that fosters
innovation while ensuring[4] security and privacy.
The study will additionally recommend the
incorporation of sophisticated analytical tools,
cybersecurity  intelligence, and collaborative
governance models to bolster the resilience of digital
trade. Digital trade represents one of the most
significant shifts in global economic activity in recent
history. However, its potential can only be fully
realised when accompanied by strong cybersecurity
measures, regulatory oversight, and ethical practices.
Understanding and mitigating cyber fraud risks are
thus essential[5 — 10] not only for protecting
economic value but also for ensuring long-term trust
and stability in the digital marketplace. This research
contributes to the growing discourse on how digital
transformation, cyber risk management, and
regulatory frameworks can converge to build a secure
and sustainable future for digital trade.

2. Objectives

e To analyse the impact of digital
transformation on the rise and complexity of
cyber fraud in digital trade[11].

e To evaluate the effectiveness of regulatory
frameworks in enhancing cybersecurity and
resilience within digital trade systems[12].

3. Research Methodology

This study follows a descriptive and analytical
approach based on secondary data to examine the link
between digital transformation, cyber fraud, and
regulatory responses in digital trade. Data were
collected from credible sources such as the WTO,
OECD, UNCTAD, scholarly journals, and
cybersecurity reports from agencies like CERT-In
and NIST. The analysis focused mainly on the post-
pandemic period (2020-2025) to capture recent
trends. Using thematic content analysis, the study
identified key themes such as cyber risk, resilience,

and digital governance[13], along with a comparative
review of policy frameworks in developed and
developing economies. The research is global in
scope but limited by its reliance on secondary data
and the rapidly changing nature of cyber threats. All
sources were ethically used and properly cited,
ensuring accuracy, transparency, and integrity
throughout the study[14].

4. Analysis and Discussion

4.1.Emerging Trends and Vulnerabilities in

Digital Trade

The rise of digital trade has revolutionised global
commerce by integrating technology into nearly
every stage of business operations — from production
and logistics to marketing and payment systems. The
post-pandemic period has witnessed a sharp increase
in the use of e-commerce, fintech, artificial
intelligence (Al), blockchain, and cloud computing,
enabling faster transactions and broader market
access (WTO, 2022). These innovations have
reduced trade barriers and empowered small and
medium enterprises (SMEs) to participate in global
markets. However, alongside these advancements,
several vulnerabilities[15] have emerged, particularly
concerning cybersecurity, data privacy, and
regulatory governance (UNCTAD, 2021). Digital
trade depends heavily on cross-border data flows,
which are now critical to international value chains.
Yet, the same interconnectedness exposes businesses
to cyber fraud, phishing, data breaches, ransomware
attacks, and identity theft (OECD, 2022). The rapid
digitalisation of trade systems has also created
dependency on third-party digital platforms and
payment gateways, making organisations more
susceptible to systemic risks. Inadequate encryption
standards, weak authentication systems, and a lack of
employee awareness further increase vulnerability
(Kshetri, 2017). Moreover, developing nations face
challenges such as limited cybersecurity
infrastructure, inconsistent data protection laws, and
a lack of skilled professionals, making them more
prone to cyber threats. Another major concern is the
regulatory gap between countries[16 — 20]. While
advanced economies have introduced strong
cybersecurity and data protection frameworks,
developing economies often lack harmonised
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standards. This disparity allows cybercriminals to
exploit  jurisdictional loopholes and evade
accountability (OECD, 2020). Additionally, the rise
of the platform economy — dominated by global
digital giants — has intensified concerns over data
monopolies, algorithmic bias, and misuse of personal
information (Banga & Saliola, 2023). To address
these vulnerabilities, nations and organisations are
moving toward collaborative governance and
cybersecurity frameworks, emphasising international
cooperation, ethical data management, and the
adoption of emerging technologies such as Al-driven
threat detection and blockchain-based transaction
security (Choi & Luo, 2021). However, the challenge
remains to balance innovation with protection —
ensuring that digital trade continues to grow while
maintaining trust, transparency, and resilience in the
global economy[21].

5. Impact of Cyber Fraud on Global Digital

Trade Ecosystems
Cyber fraud has become one of the most critical

Table 1 Cyber fraud

threats undermining the integrity and growth of
global digital trade ecosystems. As international
commerce  increasingly  shifts to  online
platforms[22], the scale and sophistication of
cyberattacks — ranging from phishing, identity theft,
payment fraud, ransomware, and data breaches —
have grown exponentially. These attacks not only
result in direct financial losses but also erode
consumer trust[23], disrupt supply chains, and affect
cross-border transactions (World Economic Forum,
2023). According to Cybersecurity Ventures (2023),
global cybercrime costs are projected to reach $10.5
trillion annually by 2025, up from $3 trillion in 2015,
representing one of the largest transfers of economic
wealth in history. The United Nations Conference on
Trade and Development (UNCTAD, 2022)
highlights that over 60% of small and medium
enterprises (SMEs) engaged in digital trade face at
least one cyber incident annually, many of which
result in temporary shutdowns or reputational loss.
Shown as Table 1 Cyber fraud.

Estimated Global
Type of Cyber Fraud Impact on Digital Trade Sources
Loss (2023)
Reduces consumer trust and
Phishing & Identity
USD 2.7 trillion increases transaction verification WEF, 2023
Theft
costs
Disrupts e-commerce and
Ransomware Attacks USD 30 billion o IBM, 2023
logistics systems
Payment & Financial Hampers cross-border payment
USD 485 billion UNCTAD, 2022
Fraud reliability
USD 4.45 million per Compromises trade data and
Data Breaches IBM, 2023
breach (avg.) customer information
Supply Chain Impacts continuity of
PPy USD 46 billion P Y OECD, 2022
Cyberattacks international digital operations
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Cyber fraud also has macroeconomic implications,
particularly in regulatory compliance, data
localisation  requirements, and cybersecurity
investments. Businesses now allocate 10-15% of
their digital trade budgets to cybersecurity measures,
diverting resources from innovation and expansion
(OECD, 2022). Moreover, regulatory responses
differ across jurisdictions, creating inefficiencies and
legal uncertainties for companies operating globally.
Another major impact is the decline in consumer
confidence. Studies reveal that 70% of consumers are
hesitant to share personal or financial information
online, especially across international borders, due to
fear of data misuse (PwC, 2022). This behavioural
shift has slowed down the pace of digital trade
growth, particularly in emerging economies with
weaker cybersecurity infrastructure[24]. In response,
several international organisations advocate for
global cybersecurity standards, data protection
frameworks, and public-private collaboration to
enhance resilience in digital trade (WTO, 2022). The
use of Al-driven fraud detection, blockchain-based
verification, and cyber insurance models is becoming
an essential strategy for mitigating cyber risks and
fostering trust in digital trade ecosystems.

Table 2 Focus Area

6. Regulatory and Policy Responses to Cyber
Threats in Digital Trade

The rapid expansion of digital trade has prompted
governments and international organisations to
strengthen cybersecurity policies and regulatory
mechanisms to mitigate risks arising from cyber
fraud, data breaches, and financial crimes. With trade
increasingly dependent on digital infrastructure,
regulatory measures now aim to balance innovation
with security, ensuring a safe environment for cross-
border digital transactions (OECD, 2022). Globally,
policy responses vary in approach but share common
goals protecting consumer data, ensuring
transaction integrity, and fostering cyber resilience.
The European Union’s General Data Protection
Regulation (GDPR) remains a benchmark for data
privacy and accountability, while the United States’
Cybersecurity and Infrastructure Security Agency
(CISA) focuses on national cybersecurity resilience
and public-private collaboration (EU Commission,
2022; CISA, 2023). In Asia, India’s Digital Personal
Data Protection Act (2023) and Singapore’s
Cybersecurity Strategy (2021) emphasise data
sovereignty and compliance frameworks to safeguard
digital trade[25].Shown as Table 2 Focus Area.

Country/Region | Regulatory Focus Area Implementation | Key Impact on Digital
Framework Year Trade

European Union General Data | Data protection & | 2018 Strengthened trust and
Protection Regulation | privacy cross-border compliance
(GDPR) mechanisms

United States Cybersecurity & | Critical infrastructure | 2021 Improved private-public
Infrastructure protection coordination in cyber
Security Act incident response

India Digital Personal Data | Data  privacy & | 2023 Enhanced control over
Protection Act governance cross-border data flow

Singapore Cybersecurity Threat intelligence | 2021 Increased enterprise-
Strategy sharing & resilience level cybersecurity

investments
Japan Cybersecurity Basic | National cyber | 2015 Boosted corporate
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Act defence & business transparency and cyber
compliance risk management
Global (OECD & | Digital Economy and | International 2022 Promoted global digital
WTO) Cybersecurity cooperation & trust frameworks
Guidelines harmonization

Despite the progress, significant challenges remain
— regulatory fragmentation across jurisdictions,
uneven enforcement, and lack of a unified global
cybersecurity governance framework (World
Economic Forum, 2023). Moreover, small and
medium enterprises (SMEs), which form the
backbone of digital trade, often face difficulties
meeting complex compliance requirements,
leading to vulnerabilities in the trade ecosystem.
To address these gaps, organisations such as the
World Trade Organisation (WTO) and OECD are
promoting a global “Cyber-Resilient Trade
Framework”, which emphasises information
sharing, digital risk assessment, and international
coordination (OECD, 2022). Emerging tools such
as blockchain-based authentication, Al-driven
fraud analytics, and cyber insurance models are
being adopted to strengthen business confidence in
digital trade systems.
7. Building Resilience and Trust in Digital
Trade Platforms

In the evolving landscape of digital trade, resilience
and trust have become foundational pillars for
ensuring sustainable global commerce. As cyber
threats and data breaches increase, businesses,
governments, and consumers alike face growing
concerns over security, transparency, and
reliability. Building cyber resilience involves not
only technological advancement but also strategic
governance, risk management, and trust-based
stakeholder engagement (World Economic Forum,
2023). A resilient digital trade platform emphasises
data integrity, system reliability, and transparent
governance frameworks. Trust is established
through the adoption of advanced cybersecurity
protocols, real-time monitoring systems, and user
education initiatives. Blockchain technology, for
instance, enhances trust by ensuring traceable and
tamper-proof transaction records, while Artificial
Intelligence (AI) and machine learning help detect
anomalies and predict cyber threats before they
escalate (OECD, 2022).

Strategy/Mechanism Purpose Impact on Digital Trade Example/Source
Blockchain-based Ensures transaction Reduces fraud and increases
. . .. OECD, 2022
verification transparency and authenticity cross-border trade confidence
) . Predicts and prevents
Al-driven cybersecurity ) ) o
_ cyberattacks using behavioral Enhances platform reliability IBM, 2023
analytics
patterns
Multi-factor authentication | Strengthens access control and Lowers unauthorized access
PwC, 2022
(MFA) data protection risk
] Provides financial protection Improves risk-sharing and
Cyber insurance models ) WEF, 2023
against cyberattacks recovery
Global data protection Ensures compliance and user Increases consumer WTO, 2022
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frameworks trust participation in digital
platforms
Additionally, consumer trust is reinforced by the infrastructure and transparent communication

consistent implementation of ethical data governance
policies, privacy assurance mechanisms, and cross-
border data flow regulations. The OECD (2022)
emphasises that organisations with transparent data

management practices report 30-40% higher
consumer retention rates in digital markets.
Moreover, international initiatives such as the

WTO’s E-commerce Trade Facilitation Framework
and UNCTAD’s Digital Economy Program promote
standardised digital infrastructure and cross-border
trust  mechanisms.However, the fragmented
regulatory landscape remains a key Dbarrier.
Inconsistent cybersecurity standards across countries
create compliance challenges for global firms.
Therefore, collaboration between governments, trade
organisations, and technology providers is essential
to create interoperable cybersecurity frameworks that
facilitate safe and inclusive digital trade.Building
trust and resilience ultimately requires a multi-
stakeholder approach, integrating technological
innovation, legal harmonisation, and cultural
adaptation. Businesses that invest in resilient digital

practices are better positioned to sustain long-term
digital trade growth and consumer confidence.

8. Future Directions for Secure and Sustainable

Digital Trade

The future of digital trade lies in creating a secure,
transparent, and sustainable ecosystem that balances
technological innovation with risk management and
ethical governance. As cyber threats evolve and
global supply chains become increasingly digitised,
nations and businesses must shift toward adaptive
cybersecurity frameworks, data-driven policies, and
international collaboration to ensure resilience and
sustainability (World Economic Forum, 2023).A key
priority will be integrating emerging technologies
such as blockchain, quantum encryption, and
artificial intelligence (Al) to safeguard trade data and
detect fraudulent activities in real time. Furthermore,
green digitalisation, the use of energy-efficient digital
infrastructure, will play a major role in achieving
sustainability goals while maintaining the integrity of
trade systems (OECD, 2022).

Table 4 Objective
Potential Impact on Digital Reference
Future Focus Area Strategic Objective
Trade Source
Blockchain for Supply Enhance traceability and reduce Strengthens trust and
WTO, 2022
Chain Security fraud transparency
) ) o Improves early fraud
Al-based Threat Detection | Automate cyber risk monitoring ) IBM, 2023
detection
. Develop unbreakable data Enhances cross-border data
Quantum Encryption ) ) WEEF, 2023
protection standards security
Reduce carbon footprint in digital | Promotes sustainable digital UNCTAD,
Green Data Centers )
transactions economy 2022
Global Cybersecurity Harmonize cross-border digital Boosts interoperability and OECD, 2022
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Cooperation trade laws

global trust

To achieve secure and sustainable digital trade,
countries need policy synchronisation and
international  standardisation of cybersecurity
protocols. The World Trade Organisation (WTO) and
Organisation for Economic Co-operation and
Development (OECD) advocate for establishing a
global cybersecurity accord, focusing on data
sovereignty, cybercrime mitigation, and ethical Al
use in trade decision-making. Moreover, capacity-
building initiatives must be developed for small and
medium enterprises (SMEs), which often lack the
technical and financial resources to implement robust
cybersecurity systems. International development
programs can facilitate access to training, funding,
and secure digital platforms for these enterprises,
ensuring inclusive participation in global trade
(UNCTAD, 2022). The future will also demand data
ethics and digital responsibility as guiding principles.
Building consumer confidence through transparent
communication, privacy assurance, and
accountability frameworks will be central to
sustaining digital trade. Collaborative governance—
where governments, private sectors, and technology
innovators work together—will shape a safer, fairer,
and greener digital trade environment.

Conclusion

The study highlights that in an increasingly
interconnected and digitised global economy,
cybersecurity and trust have emerged as the
cornerstones of sustainable digital trade. While
digital transformation has created immense
opportunities for global commerce, it has
simultaneously expanded the threat landscape,
exposing businesses to complex and evolving forms
of cyber fraud. The findings underscore that ensuring
secure and resilient digital trade ecosystems requires
an integrated approach combining technological
innovation, strong governance, and international
cooperation. Regulatory and policy initiatives such as
the GDPR (EU), Digital Personal Data Protection Act
(India), and the OECD’s digital trust frameworks
have laid the foundation for protecting data and
fostering user confidence. However, global
disparities in  regulatory  enforcement and

cybersecurity infrastructure remain significant
challenges. Addressing these disparities calls for
harmonised international standards and cross-border
collaboration to build a secure and interoperable
digital trade environment. Furthermore, emerging
technologies such as blockchain, Al-driven fraud
detection, and quantum encryption present new
pathways for enhancing data integrity, risk
management, and consumer trust. The integration of
these tools into global trade systems, supported by
public-private partnerships and capacity-building
programs, can strengthen the resilience of digital
platforms, especially for small and medium
enterprises (SMEs). In conclusion, the future of
digital trade depends not only on innovation but on
responsible digital governance. Fostering a secure
and sustainable digital trade ecosystem requires a
balance between openness and protection, ensuring
that technology catalyses inclusive, transparent, and
trustworthy global commerce.

References

[1].Baur, D., & Wee, D. (2023). Digital trust and
trade resilience: Strategies for secure cross-
border commerce. Journal of International
Business and Digital Economy, 5(2), 45-61.

[2].Brynjolfsson, E., & McAfee, A. (2022). The
second machine age: Work, progress, and
prosperity in a time of brilliant technologies.
W. W. Norton & Company.

[3].Cybersecurity and Infrastructure Security
Agency.  (2023).  Cybersecurity  and
infrastructure  security  strategy.  U.S.
Department of Homeland Security.

[4].Cybersecurity Ventures. (2023). Cybercrime
report 2023: The future of cyber economics.
Cybersecurity Ventures.

[5].European Commission. (2022). EU data
protection rules: General Data Protection
Regulation (GDPR). Publications Office of
the European Union.

[6].Government of India. (2023). Digital
Personal Data Protection Act, 2023. Ministry
of Electronics and Information Technology.

[7].1BM. (2023). Cost of a data breach report

OPEN aAccsss IRJAEM

2247


about:blank

International Research Journal on Advanced Engineering
and Management
https://goldncloudpublications.com

e ISSN: 2584-2854
Volume: 04 Issue: 05
May 2026

Page No: 2240 - 2248

https://doi.org/10.47392/IRJAEM.2026.0323

2023. IBM Security.

[8]. International Monetary Fund. (2022). Cyber

[9].Kshetri, N.

[10].

[11].

[12].

[13].

[14].

[15].

[16].

[17].

[18].

[19].

risk and financial stability in the digital era.
IMF Working Paper Series.

(2023). Cybersecurity and
international digital trade: Policy challenges
and responses. Telecommunications Policy,
47(3), 102—-118.

Organisation for Economic Co-operation and
Development. (2022). Enhancing
cybersecurity for digital transformation.
OECD Publishing.

Organisation for Economic Co-operation and
Development. (2023). Data governance and
trust in the digital economy. OECD Digital
Economy Papers.

PricewaterhouseCoopers  (PwC). (2022).
Global consumer insights survey 2022:
Rebuilding trust in digital markets. PwC
Publications.

Singh, R., & Kaur, M. (2022). Cyber
resilience in  e-commerce: Emerging
challenges and policy implications. Global
Journal of Commerce and Management
Perspectives, 11(4), 67-79.

Singapore Government. (2021). Singapore
cybersecurity strategy 2021. Cyber Security
Agency of Singapore.

Tapscott, D., & Tapscott, A. (2022).
Blockchain revolution: How the technology
behind Bitcoin and other cryptocurrencies is
changing the world. Penguin Random House.
United Nations Conference on Trade and
Development. (2022). Digital economy report
2022: Building trust in the digital era. United
Nations.

United Nations Conference on Trade and
Development. (2023). E-commerce and
development report: Strengthening digital
trade security. UNCTAD.

World Bank. (2023). Securing digital
development: Cyber resilience and inclusion
in the global economy. World Bank
Publications.

World Economic Forum. (2022). Global risks
report 2022. WEF Publications.

[20].

[21].

[22].

[23].

[24].

[25].

World Economic Forum. (2023). Global
cybersecurity outlook 2023. WEF
Publications.

World Trade Organization. (2022). World
trade report 2022: Digital technologies and
global trade. WTO Publications.

World Trade Organization. (2023). E-
commerce, digital policy, and cross-border
data flows. WTO Policy Brief.

Zhao, Y., & Liu, H. (2023). Artificial
intelligence in cyber fraud detection:
Enhancing trust in digital trade. Journal of
Cybersecurity Research, 15(1), 89—-104.
Zuboff, S. (2021). The age of surveillance
capitalism: The fight for a human future at the
new frontier of power. PublicAffairs.

OECD & WTO. (2023). Global digital trade
standards and cybersecurity governance. Joint
Policy Framework Report.

OPEN aAccsss IRJAEM

2248


about:blank

